Abstract: Continuously improving security on an information system requires unique combination of human aspect, policies, and technology. This acts as leverage for designing an access control management approach which avails only relevant parts of a system according to an end-users' scope of work. This paper introduces a framework for information security fundamentals at organizational and theoretical levels, to identify critical success factors that are vital in assessing an organization's security maturity through a model referred to as "information security digital divide maturity framework". The foregoing is based on a developed conceptual framework for information security digital divide. The framework strives to divide system endusers into "specific information haves and have-nots". It intends to assist organizations to continually evaluate and improve on their security governance, standards, and policies which permit access on the basis of each end-user's work scope. The framework was tested through two surveys targeting 90 end-users and 35 security experts.
Introduction
Information security is a key ingredient in the quest for success and long-term survival of most enterprises in the 21st century. Traditionally, information security is about preserving confidentiality, integrity, and availability of corporate data. However, this traditional security standpoint alone does not provide much defence in terms of access control and preventing information from leaking to unauthorized end-users within and outside the domain of an organization. This framework focuses on information security at organization level. It investigates the segregation of system end-users into "specific information haves and have-nots" based on a relatively new concept referred to as information security digital divide (ISDD).
Usually, the digital divide in the digital world concerns the unequal access to and usage of new technologies, which are important for economic development in any country. This trend falls in the ambit of information communication technology for development (ICT4D) [1] . In the context of ICT4D, a high divide in any economy is considered bad for development because the poor and so-called "information have-nots" will seldom take advantage of the digital world. This would put them at a disadvantage, while a low divide would promote development because everyone, whether from "the haves" or "have-nots", would have access to the same kind of technology and information. With that noted, this research, however, introduces digital divide from a different perspective. It narrows down the concept to information systems security at enterprise level. Unlike in ICT4D where a high digital divide is not good for development and the opposite is, in the context of this research, in order to promote a highly secure information system with decent access control among all end-users, both internal and external, a high ISDD appears very effective for organizational growth. On the other hand, a low ISDD is bad for any such organization because it leaves information exposed. By adopting the rich insight of COBIT TM , which is a proven framework that has influenced the IT landscape especially in areas such as IT governance and associated metrics, the concept of ISDD can be used to develop a selfappraisal tool, which determines the degree of vulnerability of aspects of the organization's information systems. The remaining part of this paper is structured as follows: Research objectives are discussed next, followed by the methodology used. Technology description is also discussed. Then follows capability maturity, which incorporates critical success factors. Thereafter, the ISDD framework is illustrated graphically, and described briefly. Then ISDD capability maturity levels are illustrated including survey results and finally the paper is closed with a conclusion and future work.
Objectives
The main objective of this research was to develop a framework for benchmarking information security digital divide. The foregoing main objective was achieved through the sub-objectives that follow.
Sub-Objectives
1. Investigate the state-of-the-art with regard to theory and practice of information security in organisations 2. Understand the theory of digital divide and its contextualisation to information security 3. Develop and validate a conceptual framework for assessing ISSD in organizations.
METHODOLOGY
The main aim of this research was to develop a framework for benchmarking information security digital divide with the intent to assist organizations to continually evaluate and improve on their security governance, standards, and policies which permit access on the basis of each end-user's work scope. This goal required surveying security experts and system end-users of random organizations in assorted sectors. Piloting was first administered to five end-users and five security experts to monitor appropriateness of questions, time management and relevance of questions.
After refinement of the survey through piloting, 90 system end-users in three participating organizations from sectors such as ICT, non-profit and government were engaged. Additionally, we further reached out to 35 security experts for the evaluation of the quality of the proposed framework, thus resulting in improvements that made up the final contribution of this research. In both surveys, we collected data mainly through questionnaires with structured closed-ended questions as well as other data collection methods including, review of documents, interviews and observation. Quantitative and Qualitative data collected was further, tabulated, refined and translated with the aid of software tools such as Microsoft Word, Excel and SPSS. Questionnaires were sent to endusers and experts through email, hand delivery of hard copies and social media such as Facebook. We used the analyzed data collected to translate and interpret the findings. Namibia was selected as the field of study because of our first-hand experience in the environment on the devastating consequences of security breach on businesses.
TECHNOLOGY DESCRIPTION
This research aimed to develop a framework for benchmarking ISDD to be relied upon for assessing the maturity of ISDD in organizations. The framework can be used to measure the effectiveness of organizations' information systems in order to determine their compliance with industry standards. The tool further strives to align all system end-users in organizations, to use information within and outside the organization based on relevance to their work scope. The tool is developed on the principle of capability maturity.
CAPABILITY MATURITY LEVEL
Generally, capability maturity is a concept that enables one to grade the extent to which an organisation applies formalised processes to the management of its various business functions [2] . Equally, [3] qualifies capability maturity by stating that it is in fact built on principles that people, organisations, functional areas, and processes over time change towards an advanced maturity, in the process passing through various distinct levels. Most critically, just as the name indicates, the concept is about capability and the accompanying maturity improvement strategy of an enterprise [4] . In other words, it simply identifies the critical success requirements that a process needs to exhaust in order to improve both capability and maturity. In recent years, a couple of reference models have surfaced from different authors describing the techniques and processes involved in maturity capability [5] . By default, most capability maturity models use a five-tier approach as described in Figure 1 , showing an advancement path from a chaotic and immature process to a fully developed orderly process [6] . [5] and [8] Each of the maturity levels 1 to 5 shown in the iterations in Figure 1 comprises a number of key process areas (KPA). Each of the KPAs has a succession of related activities, which require working together in order to attain a set of goals. It is a must that all set targets of a KPA be reached to satisfy that KPA and consequently accomplish a certain desired level of maturity in the framework [4] . With a view to determining key process areas required in each of the levels from 1 to 5 in Figure 1 , there are special sets of metrics that are used as parameters that must be considered. These metrics emanate from a set of top 10 critical success factors (CSF) identified for this research.
CSFs are those few areas in a business where things must go right; they are an executive's necessary conditions for success [7] . In the context of information security in an organization, they relate to information technology (IT) executives, their subordinate managers, and to other relevant executives within. Table 1 lists 10 ISDD CSF relevant to this study which were used to develop maturity level metrics and the ISDDF in figure 2 A clearly defined ecosystem according to the organizational structure. This will allow the assessment of workflow, data movement, as well as the way data should be accessed and used in order to promote a matured information security digital divide.
Security awareness as a culture is mandatory in every organization that invests in a computer system. Security awareness must involve internal end-users, stakeholders, partners, and other external beneficiaries of the computer system in accordance with how they interact with it. Business functions, roles and responsibilities of each individual must be structured according to their department as indicated by the organisational structure. This makes it easy for the system to be configured to allow individuals within and outside the organization to access information resources according to how their work scope dictates. A well-managed access control policy to corporate data or system resources should be based on the relevance of the information to an individual [8] . Every end-user must have an ID and password for authorisation. A controlled environment reduces the risk of information leaking within and outside the organisation Standard information security policy custom-made to properly support accessibility and use of corporate information resources and information. This is a standard reference document that provides guidelines to all individuals and constantly reminds them of the dos and don'ts around the use of organizational information technology within and outside the premises of the organization. It promotes a strong divide, which is essential for the safety of corporate data. Among all individuals, sound information security knowledge, skills, and its application is necessary. Without good information security knowledge and its application, it is difficult for individuals to interpret some, if not all, the content of the information security policy. It also makes it hard for end-users to conduct themselves in a manner that promotes a mature information security digital divide. Unknowingly, they can engage in activities that can compromise the divide. Well-controlled physical access to information resources within the premises. Access to physical buildings where these resources are kept must be considered to ensure that the concept of digital divide is upheld.
CSF 8 -Audit Trail
A comprehensive audit trail to enable the computer system to determine what resource was accessed, by whom, why, and when. Identity Management is the starting point of access control on a computer system. It is a requirement that all end-users are authenticated and authorised before they can use the system. System end-users and stakeholders must conform to a culture of using system resources according to the confines of the security policy. Such a culture promotes standards and best practice vital for mature ISDD.
Information Security Digital Divide Framework
Based on critical success factors detailed in Table 1 above, a collection of ISDD metrics were identified leading to the ISDD framework below in figure 2 , which strives to combine people, process and technology to improve security. The framework shown in figure 2 below is split into four components namely; enterprise and business function, IT system and security, ISDD compliance metrics and finally ISDD capability levels. The following section briefly outlines the components: Enterprise and business function consist of the following subcomponents: -External stakeholders (external system end-users) who use the system externally; -Business roles who make up all internal system end-users; -Access channels that show how end-users both internal and external access the system, and finally -Business functions classify end-users according to departments they report into.
IT systems and security organize the information system from a hardware, software, services and governance and policy viewpoint. ISDD compliance metrics are information system processes that must be satisfied by a security programme in order to meet a certain maturity capability level. ISDD capability level is an ISDD measurement of a security programme of an organization against a series of ISDD core factors and metrics in order to determine its level of ISDD
Figure 2: ISDD framework
For the validation of the framework above in figure 2, a survey was conducted targeting 35 information security experts from assorted ICT sectors. The main objective of the survey was to align information security with regard to the relevance of our framework as a continuous assessment tool for continuously improving digital divide in organizations. The outcome of the survey revealed the following:
-Some additions to the framework were eminent including; -Additional access modes to the system; -More business roles in both middle and upper management; business roles needed to be clearly classified; as well as well controlled business function; -External end-user access simplified; -A security policy written in low-level language; -Enable internal end-users to have access to the system through external access means and finally incorporate intranet as an access means to internal end-users. The next section discusses capability maturity levels
Information Security Digital Divide Capability Maturity Levels
Capability maturity levels help organisations to weigh the strength of their information security. Figure 1 portrays a five high staircase useful for continuously and operationally improving a security programme. It is clear that the lower the security profile of an organization, the higher the risk of successful attacks and damaging threats to its business operations. In the next section, we summarize the transition of ISDDMF compliance levels.
LEVEL 1: NON-COMPLIANCE (ISDD IMMATURE)
At this capability level, ISDD maturity is non-existent. There are no procedures to protect the business. The organization completely does not see and acknowledge the value of ISDD to its business operations. This kind of organization does not subscribe to any of the principles of ISDD critical success factors identified in Table 1 . Potentially, these could be one-man or small enterprises without any need for the use of systems.
LEVEL 2: INITIAL COMPLIANCE (ISDD IMMATURE)
At this capability level, business and security are also parallel concepts. However, this level also marks signs of entry stage to mature ISDD because there is acknowledgement of the value ISDD has to business. Nonetheless, despite acknowledging the importance of security, there is no incentive to adopt this useful security approach by instituting the necessary policies and procedures for securing the business. The organization may seem overly concerned about ISDD in times of security breach, but the approach can be summarized as being reactive instead of proactive.
LEVEL 3: BASIC COMPLIANCE (ISDD MATURE)
Proper security towards ISDD maturity begins here. At this capability level, organizations realize the need and benefit of fully embracing ISDD. Business and security are now synchronized to work towards a common goal of protecting the business. ISDD critical success factors are adopted but still unstructured. An information security policy template may exist, but it is not regularly updated and not written in low-level language, to easily guide end-users on industry standard practice. End-user skills range between entry and intermediate. ISDD is measurable but still in its infant stage.
LEVEL 4: ACCEPTABLE COMPLIANCE (ISDD MATURE)
At this capability level, ISDD critical success factors are almost fully adopted and documented. Information security is now completely recognized and treated as a core business function. There is a well-outlined IT security policy to guide end-users on standard practice. Access control, training, and security awareness are all proactively initiated. Management of information security is well coordinated and funded. End-user competencies range from intermediate to advanced. ISDD is measurable but lacks continuous improvement.
LEVEL 5: FULL COMPLIANCE (ISDD MATURE)
This capability level is the ultimate highest attainable. The organization is fully ISDD mature. ISDD critical success factor processes are fully measurable. Security is fully in synchronization with the business requirements and integrated into corporate governance. IT is allocated to a fully equipped department with personnel that are highly trained with a sound budget. System end-user competencies range from advanced to proffesional. A welldeveloped information security template exists and is updated regularly. Security is so proactive that it can prevent, detect and resolve any potential threats and risks it encounters with little effort. ISDD is fully measurable.
To sum up, using compliance metrics constructed from ISDD critical success factors in table 1 as a benchmark, ISDD maturity level assessment results revealed that, organizations X and Z were rated at level 2 (initial compliance), meaning that both organizations are ISDD immature; they need much improvement to upscale ISDD to a matured status. Further results also showed that Organization Y was rated at level 3 (basic compliance). This level translates into mature ISDD, but at entry level. This status acknowledges and implements CSFs, which is the beginning of ISDD maturity
Research Findings
The findings revealed in this study follow. They are primarily applicable to participating organizations. However, they can be extrapolated to the overall body of knowledge on organizational structure, information security digital divide, and ISDD Capability Maturity Assessment. The findings are as follows:
1. Organisations must be structured in a specific order that by default complements system access control and strive for a mature ISDD. Preferably, organizations must be structured into upper-middle-lower management in order to take advantage of the concept of ISDD. 2. In the same alley as previous findings, systems need to be architected in a manner that is aligned to the overall concept of front-end office, middle office, and back-end office. This enables them to efficiently and effectively manage ISDD in a segregated manner and view information security in a decoupled manner in order to minimize vulnerability and at the same time, be able to identify flaws whenever they arise and, in turn, take remedial action flawlessly. 3. ISDD is important in all organizations that make use of information systems for business operations. While digital divide is perceived as bad in the context of information communication technology for development (ICT4D), it was demonstrated throughout the study that ISDD is good for organizations to safeguard corporate data. 4. A variety of existing IT frameworks in literature such as NIST Cybersecurity, ITU and ISO/IEC 27001 can be exploited to build new frameworks in various aspects of ICT at organisational level for the purpose of continuously improving on challenging ICT aspects of the organization. 5. Allocating ISDD maturity capability levels from 1 to 5 and defining them with key assessment criteria appears to be a key contribution to this study in the sense that it can be used in a real-life context to measure ISDD maturity level assessment and therefore continuously improve on security challenges at organisation level. 6. Organizations can use the ISDD framework for self-assessment and continuous ISDD improvement. Furthermore, such a tool can be used as a governance and best practice tool for continuous improvement. 7. Organizations can make use of the ISDD framework tool to conduct independent auditing for IT compliance. 8. The main and final finding in this study was the developed framework consensually improved by the contribution of information security experts.
BUSINESS BENEFITS
The proposed conceptual framework will form a benchmark for organisations to establish the maturity of ISDD. Further, it will weigh the effectiveness organisations' security programmes in order for organisations to make well-informed decisions with regard to improvements. The framework will also form the basis for the identification of various vulnerability issues and promote the implementation of counter-measures adequately designed to manage the ever-changing business ecosystem from a security perspective. Continually, it will promote the understanding of ISDD among all stakeholders ensuring that according to their work scope they understand their part in the implementation, compliance, and evaluation of a successful conceptual framework.
Conclusion and Future Work
In this paper, we have presented a conceptual framework for ISDD. The framework was validated by information security experts from different ICT sectors through a survey whereby their responses to the quality of the framework was used to improve on it and further make it broadly consensual. Furthermore, a second survey targeting 90 system endusers was conducted involving three case organisations. The objective was to test the framework in a real-world scenario in which the outcome of the survey was the establishment of ISDD levels of all three organisations. As a matter of future work, it is relevant to explore amongst others; Framework automation, a conversation of this theoretic framework into an automated off-the-shelf software system; Framework expansion, more IT governance frameworks can be relied on to produce similar frameworks considering this one was solely produced from COBIT's insight on maturity capability. Other capable frameworks to reference may include Cyber Security, ISO/IE 27001 and ITU; Framework specialisation, this study only relied on organisations structured in terms of lower-middle-upper management, it would be interesting to observe how the framework would perform when applied to organisations structured differently; Localisation of the framework, it would be interesting to also observe the applicability of this framework in a different country since only Namibia based organisations were used in the survey; Doing the same work but in unrepresented sectors, further investigate the relevance of the framework in sectors other than Government, nonprofit and ICT; Budget wise, It would be worthwhile to perform a comparison on how effective the framework is on organisations with sufficient resources as opposed to small organisations with limited resources; Framework replication, while this work may have solely focused on ISDD, the same framework can be developed in other aspects that are not necessarily in the IT governance space, e.g. quality assurance, banking, and any other fields that can conform.
